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Dear David,
 
My company is an 8(a) certified, Woman-owned (EDWOSB), Minority-owned Small Business with a
 client retention rate of 95%.
 
We have innovated to produce a very unique security awareness training program that is unlike any
 other available in the market today.
 
David, our core idea is that the manner in which security awareness is delivered to employees today
 is often reported as boring and not engaging. With our new program, we have aimed to fix that
 problem and instead have made security awareness an involving and engaging process where the
 employee is “sold” the idea of security awareness instead of “enforced”.
 
To provide you an idea of precisely what we’re proposing different, I’ve attached a description with
 this e-mail that will explain the comprehensive solution. I’ve also attached a couple of our sample
 weekly security awareness newsletters with this e-mail which will really give you an idea of the
 engaging tone and matter involved.
 
ERM has been in the business of information security for over 16 years and holds multiple GSA
 Schedule Contracts. We possess strong experience and past performance in working with the
 Federal Government including several client agencies under the Department of Defense,
 Department of Homeland Security, Department of State, and Department of Treasury. We also work
 with very reputable private and state organizations such as the Metropolitan Washington Airports
 Authority (MWAA), Heico Aerospace, SONY Electronics, Banco Santander, Credit Agricole, Bacardi
 Martini, and Mount Sinai Medical Center, among several others.
 
I’d really like to discuss with you how we can help train your employees in security awareness with a
 method that is proven, result-oriented, and measurable.
 
I genuinely look forward to an opportunity to present our solution to you. Would you like to discuss
 further? Please let me know, and you can reach me at any time at 305-447-6750 or 305-335-7610.
 
I appreciate your time.
 
Best Regards,
--
Silka Gonzalez, CISSP, CISM, CISA, CRISC, PCI-QSA, CITP, CPA
President
 

mailto:silka@emrisk.com
mailto:Ostrander.David@epa.gov



 


       © 2014 Enterprise Risk Management, Inc. All rights reserved. 


 


 


Security Awareness 
Like Never Before! 


 


  
People have long been referred to as the weakest link in information 


security. Your people don’t have to be! The fundamental problem with 


existing security awareness products, programs, and training offerings 


in the market today is that employees often complain that they are 


boring and not engaging. 


 


ERM has devised a unique method of security awareness training to 


change the way security awareness training is done. The modern-day 


employee is like a customer who needs to be “sold” the concept of 


security awareness in an engaging and involving manner. If 


employees taking security awareness training are convinced and feel 


a sense of ownership, they then become the “human firewalls” who 


will protect their organization. 
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Whiteboard Animation Security Awareness Videos 
 


 
ERM’s whiteboard animation security awareness videos are an innovative alternative to boring security 


awareness training products available in the market today. One of the things arguably all of us learned 


as children was to pick up a pencil and draw – and did we not enjoy that! 


 
ERM uses the whiteboard animation technique to drive points home about information security 


prudence, responsible behavior, and overall information security awareness on issues and topics that 


employees may not be aware of. The videos are short (no more than 5 minutes each) and so they’re 


great in terms of retaining attention while at the same time driving the point home effectively. 


 
 


     
 
 
To take a look at what we’re really talking about, you can view some example videos at 


www.emrisk.com/videos where you will find whiteboard animation videos from our security awareness 


drive. These videos are not customized and hence should only be viewed from a technique perspective. 


The actual videos we create for your organization will be customized and quite different in terms of 


content. Customized videos bear the look-and-feel, culture, and overall character of an organization and 


so can garner greater involvement and engagement from employees. Customization will be discussed in 


great detail with the client and could include anything ranging from specific, funny characters, to 


incorporation of logos, specific workspaces, and pretty much anything you feel like including! 


 


 
Security Awareness Newsletters 


 


 
ERM’s team of experts will create monthly or weekly newsletters for clients who wish to provide these to 


employees as part of a comprehensive security awareness drive. Readers of ERM’s whitepapers, 


articles, and newsletters will know that they are engaging in nature and make an interesting read. If you 


don’t believe us, take a look at our blog – www.emrisk.com/blog. Our goal in creating these newsletters 


is to provide employees a very short one-page newsletter highlighting security issues, hot topics, current 


affairs, precautions, and pretty much anything under the sun that is critical to know given the most 


current cyber-security threat landscape. The short, engaging, and informal tone of these newsletters will 


ensure that employees look forward to reading these and gaining security awareness insights from them. 
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Social Engineering Sessions 
 


 
A great way to really put your employee security awareness to test is to perform social engineering 


assessments where ERM’s experts will try coercive and manipulative means and methods to try to 


bypass the “human security controls” in place at your organization. ERM has a vast array of social 


engineering scenarios which we successfully use at various clients over several years – these include 


various angles including technical and non-technical ones to ensure that we try the dirtiest tricks in the 


book! Scenarios will be selected after mutual discussions between the client and ERM to identify which 


ones would best fit the circumstance, culture, and environment at the client.  


 


Tie It In! 


If you’re interested in selecting customized whiteboard animation security awareness videos, then a 


good idea would be to tie back the results of these social engineering engagements into those videos. 


For example, if the social engineering engagement found that employees were writing their passwords 


on a “sticky note” and pasting it under their keyboards then we will highlight that in the whiteboard 


animation videos in a fun and engaging way. It’s so much easier to accept your shortcomings when 


you’re told them in a fun, jesting whiteboard video and then you’re more likely to remember not to do that 


as well! 
 


 
Security Awareness Training Sessions 


 


 
Consultants don’t have to be serious all the time – we can be fun too! Our whiteboard animation videos 


should confirm that! Driving along the same lines as our philosophy behind the whiteboard animation 


videos, we develop security awareness training presentations that have a very involving, engaging, and 


participative philosophy. ERM’s experts spend several hours of research, judgment, and expertise in 


creating these security awareness presentations that are highly tailored to the specific client. These are 


not your typical training presentations and our experts go an extra mile to make these interesting, fun, 


and effective. These sessions are interspersed with activities like quizzes, open Q&A sessions, 


challenge questions, pop quizzes, and, if the client wants, more whiteboard animation videos!   
 


 
Electronic Quiz 


 


 
Our last piece in the security awareness program is the electronic quiz which aims to test how much the 


employees have really learned from the various awareness initiatives. The quiz will be highly tailored to 


the specific industry that the client operates in. 


 


The quiz will be electronic in nature and will be completely anonymous so that an employee doesn’t feel 


that s/he is being judged based on the results. The results however will serve as invaluable feedback 


into the success of the overall security awareness program. At the end of the day, the results matter – 


and ERM likes to hold itself accountable to results, ensuring that the security awareness level at your 


organization increases significantly from our efforts. 







 


 


 


 


 


 


 
Enterprise Risk Management: At a Glance 
 
ERM brings clients the highest level of expertise to assess and address risks, comply with standards and 
regulations and mitigate risks, using integrated and reasonably priced security services and solutions.  
 
Our practice provides organizations with the tools they need to address the compliance and risk management 
issues of today, as well as the broader and ever-increasing security challenges of the future. 


 
Services      Some of our Clients 
 
 
Cyber Security & Information Assurance   Government 


Regulatory Compliance      Department of State - USAID  


IT Audit       Department of Defense - DeCA 


Computer Forensics      Department of Defense - US Army INSCOM 


Risk Management     Department of Homeland Security - FLETC 


Attestation       Department of Treasury - BPD 


       Department of Treasury - OCC 


Universities     Dallas Area Rapid Transit (DART) 


       Metropolitan Washington Airports Authority 
 


Carnegie Mellon University    State of Kansas 
Massachusetts Institute of Technology   State of Mississippi 


State University of New York - Albany   State of Oregon  


University of Miami     University of Texas - Pan American 


West Virginia State Treasurer’s Office 


        


Certifications     Private   


       Assurant Solutions 
       Bacardi-Martini, Inc. 
Certified Information Systems Security   Banco Santander 


Professional (CISSP)     Banco Itau Europa International 


Certified Information Systems Auditor (CISA)   Banesco 


Certified Information Systems Manager (CISM)   Biltmore Hotel 


Certified Information Technology Professional (CITP)  Brightstar Corporation 


Six Disciplines Strategic Planning Coach   Carnival Cruise Lines 


GIAC Security Essentials Certification   HEICO Aerospace 


GIAC Systems and Network Auditor   Jackson Memorial Hospital 


Payment Card Industry Professional (PCIP)   Laureate Education 


PCI Qualified Security Assessor (QSA)   Mount Sinai Medical Center 


Project Management Professional (PMP)   Nova Southeastern University  


ISO/IEC 27001:2005 ISMS Lead Auditor   SONY Electronics Latin America 


Certified in Risk and Information Systems Control (CRISC) Tracfone Wireless 


Information Technology Infrastructure Library (ITIL) v3  University of Miami 


Certified Public Accountant (CPA)    XTec, Inc. 
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WHY BOTHER?WHY BOTHER?WHY BOTHER?WHY BOTHER?    
 


A great question! What’s in it for you in 
security awareness, really? ! Think of it 
this way – 
 


• When a hacker gets into your 
organization’s network, what’s the 
lowest hanging fruit to target? It’s 
the HR data which holds employee 
(your!) sensitive information. 
Remember everything you provided 
to HR when you joined? Yep, all of 
that! Identity Theft Ahoy! 


• If a hacker attack involves your work 
computer (and it could easily!), you’ll 
suddenly have the onus of proving 
that it wasn’t you! 


• How safe are your children and family 
online? If you’re security smart, you’ll 
teach them; and that will protect 
your kids in the unsafe cyber-world. 


 


This is actually more about protecting 
yourself, your career, and your family! 


TIP OF THE WEEK!TIP OF THE WEEK!TIP OF THE WEEK!TIP OF THE WEEK!    
 


Ever shopped at Target or Neiman 
Marcus? Well, they got hacked. Time to 
change all the credit/debit cards you 
used there! Yep, all of ‘em! 
 


• Call your bank or card issuer and tell 
them that you want to change your 
card(s). If they’re nice people they’ll 
do it at no charge. If not, change 
your bank! You wanna bank with nice 
people! 


• You’re entitled to one free credit 
report per year from Equifax, 
TransUnion, and Experian. Stagger 
them through the year and monitor 
your credit for free! 


• Follow these awesome identity theft 
protection guidelines from the FTC - 
http://www.consumer.ftc.gov/featu
res/feature-0014-identity-theft   


 


 


Protect Your Organization! Protect Yourself! 
  
E-mail Security 
 


E-mail! Ever imagined life without e-mail? You’ll actually have to use your 
hand to write a letter on a paper (whoa!). And then you’ll need to stick a 
stamp (gasp!) and drop it into a postbox (oh, the agony!). 
All right, so we know e-mail is so darn critical to business, life, and pretty 
much our existence! The thing is, hackers know this and so e-mails are a 
juicy target. You have to know how to stay safe. 
 


1. Passwords 
Hey, hey…stop snoring already! This isn’t another preach about a 23 
character password with stars and doodles in it. Listen; think of the 
simplest password possible first, e.g. – mycatsginger or 
billswifesarah. Ok, now replace e’s with 3’s and s’s with $’s. And then 
start the password with a capital letter. So our passwords now are – 
Mycat$ging3r and Bill$wif3$arah. How ‘bout that! Hack that y’all! 


 


2. E-mail Is A Glass House 
If you had to live in a glass house, would you change your clothes 
without at least a makeshift “changing room”? If your answer is yes, 
then you need more help than just security awareness! Think like 
that about e-mail – it’s an unencrypted channel that’s carrying your 
information in the nude. Anytime you want to send anything remotely 
confidential for you or your organization (e.g. customer information, 
card numbers, SSN, usernames/passwords), send it as an encrypted 
attachment and the password over the phone or in a separate e-mail. 
 


3. Phishing 
It’s horrible, we know! About 10% of your e-mails are going to be the 
“unknown” kinds. View these like your daughter’s boyfriend! If it has 
an urgent call to action (e.g. your account will be terminated, you will 
be fined), use the e-mail for laughter therapy and delete it. What 
professional organization would send you such an e-mail?! Take a look 
at the sender’s e-mail address to see if there’s something fishy. If 
it appears legit, hover over the link and the tool tip will tell you 
where it’s really taking you. Lastly, don’t enter any 
personal/confidential information if the site asks you for it. 


 
And hey, check out Video #1 (E-mail Security) at www.emrisk.com/videos.  
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WHY BOTHER?WHY BOTHER?WHY BOTHER?WHY BOTHER?    
 


A great question! What’s in it for you in 
security awareness, really? ! Think of it 
this way – 
 


• When a hacker gets into your 
organization’s network, what’s the 
lowest hanging fruit to target? It’s 
the HR data which holds employee 
(your!) sensitive information. 
Remember everything you provided 
to HR when you joined? Yep, all of 
that! Identity Theft Ahoy! 


• If a hacker attack involves your work 
computer (and it could easily!), you’ll 
suddenly have the onus of proving 
that it wasn’t you! 


• How safe are your children and family 
online? If you’re security smart, you’ll 
teach them; and that will protect 
your kids in the unsafe cyber-world. 


 


This is actually more about protecting 
yourself, your career, and your family! 


TIP OF THE WEEK!TIP OF THE WEEK!TIP OF THE WEEK!TIP OF THE WEEK!    
 


So your kids want to get on a social 
networking site. Take a deep breath!  
 


• Negotiate with them that you’ll set 
up the account for them. Then 
restrict the privacy settings to 
ensure only selected people can post 
to or view the account’s page. 


• Explain to them the dangers of 
sharing private information online 
and that any sexual content, 
discussion, or chat can lead them to 
being blackmailed later on. 


• Tell them to follow their instincts and 
openly discuss anything with you. 


• Become their first “friend” on the site 
- indirectly suggesting that whatever 
they post on it, they should be 
comfortable sharing with you. 


• Check out www.stopbullying.gov. 


 


 


Protect Your Organization! Protect Yourself! 
  
Social Media Security 
 


Ah! Social Media! A place where even the most shy among us feel free to 
open up like the I-95 on a weekend…umm, or maybe like a book. It started 
out as a little spark but spread worldwide like wildfire. It’s surely made 
the world a much smaller place and changed the way we communicate. 
With all its might and clout though, social media poses some serious risks 
to you and your organization. You have to know how to stay safe. 
 


1. In #Paris…leaving for #Rome in 15 minutes! Excited as hell! 
Oh wow! Might as well tweet or post the hotel information online! 
Wouldn’t that be cool?! It would, for someone who wants to target 
you. Who’d want to target you? Thieves, cybercrime gangs, corporate 
spies, someone with a grudge,…lots of people! And it’s not far-
fetched…you’ll be surprised! Thieves rob banks in 30 minutes (and 
the fastest bank robbery was done in about 2 minutes!)…so your 
home (with you in #Rome!) would take ‘em about 10 minutes…give or 
take. And corporate spies would just love to know your travel 
itinerary for official trips! We know you’re itching! But just hold 
that itch to tell people until after you get back home from the trip. 


 


2. Grown-Ups Too Say The Darndest Of Things! 
Social media is supposed to be informal – agreed! But you have to 
agree that our tongues (well, words!) go a little more loose than usual 
online. Just like you’d tell your kids – whatever you say online can 
have a bad effect on your reputation and your organization’s too! 
Just think about what your family, your co-workers, and your boss (!) 
would think about what you put online. 
 


3. Don’t Send Caution And Commonsense Packing! 
Popular social networking games like Farmville and Mafia Wars are 
fun!...except they’re quite easy inject with malware that will steal 
your information. Why not just create a fake profile with no 
personal information solely for playing games?! And please 
remember, Jessica Biel is NOT your follower/friend on 
Twitter/Facebook! Jessica is really a computer (a bot!) so delete her 
right after you read this! And we’re sorry for breaking your heart! 


 
And hey, check out our awareness videos at www.emrisk.com/videos.  
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CONFIDENTIALITY NOTE: This electronic transmission, including any attachments,
contains information belonging to ENTERPRISE RISK MANAGEMENT, which is 
confidential, legally privileged and/or a trade secret. Its unauthorized 
disclosure, copying or distribution is strictly prohibited. The same is intended 
solely for the attention and use of the named addressee(s). If you are not the
intended recipient, please immediately advise the sender by reply e-mail that 
this message has been inadvertently transmitted to you and delete this e-mail 
from your system. You are hereby warned that electronic messages may be altered
and that we will not be liable for any damages resulting any modification, 
alternation or falsification of an electronic communication that is originated
by us.

VIRUSES: Although the company has taken reasonable precautions to 
ensure no viruses are present in this email, the company cannot accept 
responsibility for any loss or damage arising from the use of this 
email or attachments.
 
If you do not wish to be contacted in the future, please reply to this e-mail and
indicate so.
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